Bug & #t A& # & A2 X p s B
Bug Tracking System and Debugging
Techniques

PART I - Knowing Bugs




A& & BUG?

A software bug (4 &) is the
common term used to describe an
error, flaw, mistake, failure,
or fault in a computer program
or system that produces an
incorrect or unexpected result,
or causes 1t to behave in
unintended ways.

Why is it called bug?
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Testing vs. Debugging
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The QC story

software development
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Software Quality

No humans (programmers) are perfect
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How programmers create bugs easily

Linux Device Driver bugs
[Dingo: Taming device drivers, 2009]

Driver | #loc #bugs
use

RTL8150 USB-to-Ethernet adapter | 827 | 16
EL1210a USB-to-Ethernet adapter 710 2
KLSkusb101 USB-to-Ethernet apapter 925 15
Generic USB network driver 1028 45
USB hub 2234 67
USB-to-serial converter 989

USB mass storage | 803 | 23

Firewire
IEEE 1394 Ethernet controller [ 1413
_SBP-2 transport protocol 1713
I o

Mellanox InfiniHost InfiniBand adapter 11718

BNX2 Ethernet adapter 5412

i810 frame buffer 2920

CMI8338 audio 2660
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Logical Bug
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Wiring Bug
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Cost of Fixing a bug

Probability of | Difficulty of | Difficulty of
Finding a bug | identifying fixing the
the bug
underlying
reason of the
bug
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Comments

Probability of finding a bug
elow: T T IFIRIEELA ¢ MR A
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‘*JL T3 J mﬁ."r_}\ 75

o High: # 4%*% 7 - EPEER fiﬂJijL i E

difficulty to find the bugs -

olow: #* X FEp> & apliE%k f;ljjifg'a IR
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R & % #9Bug (Unusual Bug)
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e % 74 Multithreading
o it Networking
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A & % thBug (Unusual Bug)
Heisengbug
Bohrbug

Schrodinbug \J

Mandelbug

A& ¥ #9bug (Unusual bug)

Heisengbug (i& & 4 &)
e A heisenbug is a software bug that seems to

disappear or alter its behavior when one attempts
to study it

o npiaAFR 2 ERIT (Heisenberg Uncertainty
Principle)

o {%x¥t€ IR bug

o BEART MEIL > L f - BRI S 4

e f#;' 7 5 & debug mode, optimization mode, release
mode 7 — &

Examples

® race condition

e deadlock

e memory not properly cleaned and initiated.

= i3
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A& % thbug (Unusual bug)

Bohrbug

o FEiEE ’I g% 4 e bug e 3 ¥ &
Ir+ RV 5 , "‘EF/PJ‘:?“I\EQ-/\L% J

e Bohrbug#7 % 2 Heisenbugtp & » ~
¥ AUT s ABbugpt - B fEbugy 7 2
FE

Examples

e An overflow bug

A& ¥ #9bug (Unusual bug)

Schrodinbug (B~ # 5 4)

o F R ARSNGB ITL > %4 Bz Blcode s
% F 5 AR chbug o @ iefdbugil 3 ARfEE > T
T A e o

ol ¥ EAEN AR IR ALK e NERR
7§ o £&ﬁﬁﬁr4pﬁﬁm'mTﬁgm%ﬁ’
IE{— v FAR K 2 Lk
B3 2N RTARPRAT BRERRER
@ ir; lmﬁiﬁ code review kit

Example
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A& % thbug (Unusual bug)

Mandelbug

e A bug whose underlying causes are so
complex and obscure as to make its

behavior appear chaotic or even non-
deterministic.

e An example of this type of bug would be a

fundamental design flaw in an operating
system.

A& ¥ #9bug (Unusual bug)

Statistical bug

o EithH- - ZHFE mm+ﬁ
(] M»fﬁ"—-ﬂ ﬁ_% '%é"‘:’q ?]"m‘*{f—rﬁ, v ’d IRm_é\_.
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A Joke
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PART II - DEBUGGER

An Overview of Debugging

“i’fg (Debug) » &A% 3% B4 e RiEAR o 5

3o 4238 A R ?’:’z‘i%ﬁv’éi pE R ik1/3
1 (TR o
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KEF B4 2588 %0
g B T(7)
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R
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B.W. Kernighan

Debugging 1s twice as hard as writing the
code in the first place. Therefore, 1f you
write the code as cleverly as possible, you
are, by definition, not smart enough to
debug 1t.

K4

B.W. Kernighan.

How do you fix a bug?

iF AT
Read the source code and identify the bug

Step by step check if each step has any problems
(using print statements or a debugger)

Divide and Conquer (divide the program into
smaller ones and determine the one with
problem)

Request a friend to fix the bug for you

v




How do you fix a bug?

Read the source code and identify the bug
e Inefficient
® Sometimes works because the bugisso v F

Step by step check if each step has any problems

® Using steps in a debugger and check variables in each
break point

® Doable but time consuming

Divide and Conquer
® Check middle point results (set break points)

@ If the results are correct, the chance that the bug is
hidden in the second half of the program is much
higher

leep narrowing the search by setting break points

Typical Debugging Process

£ I bug (can be a non-trivial task in many
applications)
AR /‘;’:?z? fL /? \:3%"3- l;lJ

o)+ 1 %

B2k t?"g‘/"#} K' Fs? v e
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more:--
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Typical Debugging Process

dvig € Mbugehin A > 1 A
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Tracing Techniques - PRINT

PRINT variables

® ¢ AR HAE Y g hh A AT

o AfzNE ¢ F& &~ printf/cout kF|E R4 %
mggmgﬂ e

o - BN EAME

./f. @S)\_ﬂ;i’rm:fﬂq’ T P 7 B

® EAT IS h Rt > A 4 log
ke

Tracing Techniques - PRINT

PRINT variable A% 7%} 5 & 5| 4L
?Qi@ﬁAWW§(ﬁ%£ AR EE) TR
ARFHE o L g &k mm—é‘%”r ﬁn#ﬁﬁ_v F2EF A 0 BT
DEBUGF‘:’ —Eﬁ’?fT E)F%ﬁ IB; s k) I;T;‘}]. ﬁ"g ﬁm B /}’i o A
- LB e SN A 7?;7,‘,’ PRINT & £ ¥ §y & 3 3
Q’rﬁl“/‘fé:tm %

Vin it RAn N REA S E DEBUG Fofs 0 IR
PRINT - & % ﬁ"f ) A& F7 S
F PR E Y (B4oGUIE B * ¥ it & consolew i )
® % +Probe Effect (next page)
e T& F7 Iumﬁfﬁ;\'-{zﬁ %PRINT:} S(EHEaD P ¥ F A F
% i FAREFRITAETER  AWUS L F R
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Probe effect (IERIZJE)

LRV BTIRATSS SRR BUR G  SR T IR
Bl (l4e4e ~ PRINTH5 4 > 2 i * Debugger )
FRIAEHG L e i 8
Jefi2- % probe effect
AR R

Probe Effect Example

AL SR T R 2B AR PR TR D (e
* 17 CPU/Windows 8.1 x64/Visual Studio 2013)

double value = 0;

for (int i = 0; i < 1000000; i++) {
value += (double) i * i;

}

cout << "value = " << value << endl;

double value = 0;
for (int i = 9; i < 1000000; i++) {
value += (double) i * ij;
| cout << i << " " << value << endl; |

}

cout << "value = " << value << endl;

20



Probe Effect in Practice

F 1% B & enfg 5N (debuggee) 2.7 F - B

#, {7 ¥ arsequential program
® = €K/’J\ I g%c%‘g';{nb s m ] é&ﬁ_\:r’_}\m —J—éd:
I

(4 e 1€ % oy
I B & e 2
o AL D HE £

Probe effect

ORI~

FE et ¥ H
’I‘E‘ﬁ% “r% % ¢ probe effect (§1* print
debugger) # ¥ B2 58»%it o BV i8R/ F

BRI B GE R (interleaving)
o272 LiFA TR & epe 2

e 4357 5L ¥ 5 reproduce

V|
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Tracing Techniques - Debugger

Debugger (System Program)

o iRk Y UTEL . A F EATHIE B A M

o hY HTELIE (v & Bl i

# = call stack ehF

F 7EAE source code ¥ PR

FoU- o R AN B TRRRE
H L4 o i

dek TIRE R R 0 INAR PN IA S A
Y145 fe

| N4

An Introduction to Debugger

- B E &gk sufpN (system program)
o TEFT Sk BRI BNARFARZER
#23% > Debugger¢ Jf & & ek Sufp it 2 -

o — el L oardR Heh b SRt ¢ 42
compiler, linker, debugger, assembler ---
debugger # ¥ ¥ - B 4f fecfe il

HE& 4o * ;8 5 console-mode
(command line)

|
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Turn on Debugging Information

Debugging information ¢ # 4+ ¥10-
20%=7 object file =/

Lok SRR ’x‘i“,’f%ﬁi;“)%“fﬁ 70— HLd
P REAR T TR A

% 3§ > Compiler 3 % optimization #:%
B - BBz BERE KT > debugging
information ¢ % & &%

Debugger Wrapped by GUI

% 7 f2/& console mode debugger #* % %
#F PRI PR L BEREIE
debugger £ compiler, editor #E & >
& R AT L A

7 Priz 42 5 Visual Debugger
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Debugging GUI Visual Studio

boxes << ga ray [..

:

-~ I
Type
Game
@ @mylitdearray Array
—* i @map [...] Array
—F g @mylitdehash ..F Hash
i VERSIOM "1.8.6" String
LiRC2"
= i boxes [...] Array
= <4 [0] <0x166fobg > MyClass
= W @msg boxlis empty™ String
=0x19518cc> MyiClass

<t/src/helloworld java - Edlipse SDR “-

File Edit Source Refactor Navigate Search Project Run Window Help

- BrQ -G @ cE v oDy Y Java Browsing £
¥s Debug 52 3 3 | 3 ¥ = O|[e Variables 57 % Breakpoints IRl II
71 hellowarld Java Application] Name Value

& helloworld at localhost:56612

String[0] (id=16)
# Thread [main] (Suspended (breskpaint at line 12 in helloworld)

10

= helloworld.main(String[]) line: 12
o] C\Program Files\Java\jre6\bin\javaw.exe (2011/8/15 EF11:40:16)

variable watch

« window G
) helloworld java 23 95 Outline 33 =5
! a i |

E public static void main(String[] args) { H %R s e w |
il /! Auto-generated method stub 1= import declarations. I
@ i Javaio*
E B, helloworld
E = ¢ main(String[]) : void
2 System.out.printf("hello world") ; =
|

) source code

; ;
] Console 53 ) Tasks ~[i-=8

helloworld [Java Application] C:\Program Files\Javajre6\bin\javaw.exe (2011/8/15_E511.40:16)

Eclipse
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Lab 1 - Let’s play with Java debugger
under Eclipse

1B Ex Eclipse Classic 3.7
New a project called test
Enter a helloworld. java as follows

=

(¥ 1 ftrac/bugreport g B 45 ¥z
A2 F5)

file Edit Source Refactor Navigate SEarch Project Run Window Help
& $-0-Q- WG @s- pEAEE GG %5 Debug (7 Java]
= B[ 3] helloworld java i3 BE Outline &2 =]
&5 v public class helloworld { BlERw e s |

@, helloworld

© no:int
public hellowerld() { o © helloworldg

public int no ;

3] hello|
=) JRE System

o dosomething(int)
str s "
igs:eg ilut println("con is called"); ° 5 ain(String) - vo

}
public void dosomething(int i) {
i=1i*1e;
system.out.println(i) ;
for (int j =8 ; j < 199 i 30 {
System.out.println("HuRa "+j)s
if (j == 5@) no = 1eees;
}

args

public static void main(String[] args) {
Auto-generated method stub
int x 3
helloworld p = new helloworld() ;
X = 108 ;
p.dosomething(x) ;
X = 200 ;
System.out.println("hello world") ;

}

[&1 Problems 3¢ *._@ Javadoc [€, Declaration
Oitems

Descrigtion

25



Let’'s GO

Set break points
Debug the program (F11)

= Confirm Perspective Switch 3]

This kind of launch is configured to open the Debug perspective when it
suspends.

This Debug perspective is designed to support application debugging. It
incarporates views for displaying the debug stack, variables and breakpoint

management.

Do you want to open this perspective now?

P e oy

A Debug Perspective

Debug - test/stc/helloworld java - Eclipse SDK

File Edit Source Refactor Navigate Search Project Run Window Help

& B Q@ P £.C - *¥o & ow -
Debug % i3 O] | 3 = = ¥ = O||ed= Variables 53 . @5 Breakpoints
| |
5] helloworld [Java Application] Nairie
&8 helloworld at localhost: 51508 o args
4® Thread [main] (Suspended (breakpoint at line 21 in helloworld)) =
= helloworld.main(String[]) line: 21 ' p
i C:\Program Files (x86)\Java\jre\bin\javaw.exe (2011/8/16, T 42:28:37) -
helloworldf19209ea
[3] helloworld java 52 =0
system.out.println(i) ; -

args

public static void main(String[] args) {

| Auto-generated m b
int x ;
helloworld p = new helloworld() ; zl=
x = 100 ;
e p.dosomething(x) ; ur program
X = 280 ;
§ System.out.printin{"hello world") ; stop here
] } =
Bl Console 17 & Tasks ]

hellowerld [lava Application] C:\Program Files (x86)\Java\jre6\bin\javaw.cxe (2011/8/16 F£2:28:37)
constructor is called

T (¥ Debug | & Java
SEE
Value
String[0] (id=16)
100
clioworld (id=17)

Local ;
variables ’

R
®, hellowarld
@ © helloworld)
@ dosomething(int) : void
B

main(String[]) : void

L

[—
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Key Bindings

Table 1. Debugging Key bindings

Command Description

F5
Fé
F7
F8

Goes to the next step in your program. If the next step is a method / function this command will jump into the associated code.
F6 will step over the cal, e.g. it will call a method / function without entering the associated code.

F7 will go to the caller of the method! function. So this will leave the current code and go to the calling code.

Use F8 to go to the next breakpoint. If no further breakpoint is encountered then the program will normally run.

You can of course use the i to debug. The following displays the keybindings for the debug buttons.

O [ @

F§  Stop

A R

F5 F6 F7

= Debug - test/src/helloworld java - Eclipse SDK

Click resume to hit the next break point

file Edit Source Refactor Mavigate Search Project Run WWindow Help

(s O~ ®F TH e e [ (35 Debug | &’ Java
%5 Debug &1 0P (] @ o | 2@ @ = | 3 T = O|[0= Variables 13 9 Breakpoints HE -0
4 (3] helloworld [Java Application] Name Value
4 &0 helloworld at localhost: 31508 o this helloworld (d=17)
4 o Thread [main] (Suspended (breakpaint at line @ in helloworld)) o 100
= helloworld.dosamething(int) line: 9
= hellowarld.main(String[D} line: 21 - =
o CAProgram Files (<86)\Java\jre6\birjavaw.exe (2011/8/16 T £2:28:37)
)
[3] helloworld java 52 = B|[8 Outline 52 =8
bl Auto-generated con r stub . “ B Ry e W
System.out.println("constructor is called”); A
} @, helloworld
;’; public void dosomething(int i) { = @ ° helloworld0
: i-ivae; ) @ dosomething(int) : void
g System.out.println(i) ; @ % main(String[]) - void
' E
. args =

public static void main(String[] args) {

i /4 Auto-generated method stub
int x 3
helloworld p = new helloworld() ;
x = 188 : i
) < I v
B Console ) Tasks = | B pE[EE) =B -5-°8

helloworld [Java Application] C:\Program Files (x86)\Java\jre6\bin\javaw.exe (2011/8/16 F42:28:37)

constructor is called




Q2wNnsal

uiniaJ dois
awe.y o1douqg

Step_ Retu_rr_l_

= Debug - test/src/helloworld)

va - Eclipse SDK . -

File Edit Source Refactor Navigate Search Project Run Window Help

e BrQ QU @ P B ets oD,
3 Debug 52 iy CEIER | 5% 7 = O[t4= Variables 52 . % Breakpoints
4 (3] helloworld [Java Application] Name Value
4 &0 hellowerld at lacalhost:51508 ) args String[0] (id=16)
4 4 Thread [main] (Suspended) ® x 100
= helloworld.main(String[]) line: 22 ) p helloworld (id=17)
o C\Program Files (xB6)\Java\jre6\bin\javaw.exe (2011/8/16 F42.28:37)
« i
helloworld@19289ea

helloworld [Java Application] C:\Program Files (x6)\Javajre6\bin\javaw.exe (2011/8/16 F42:28:37)

[3] helloworld java 53 Outline 51 =
} o B 1% W W e W
) args ©, helloworld
/ = ©° hellowarld)
public static void main(string[] args) { © dosomething(int) : void
Auto-generated method stub e e e
int x 3 B
helloworld p = new helloworld() ;
x = 100 ;
p.dosomething(x) ; =
x = 208 ; =
system.out.println("hella world") ;
¥
} -
7 ) ‘
El Console 37§ Tasks = vime~
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Drop to frame

I I I e - -1 - g =

l,' Tk . ol O, K W}
Jbintjavaw.exe (2011/8/16 52 Drop To Frame h

Drop to frame

e Eclipse # 7 sdebugger # it

o Hik:ins MR- B ¥TELX AKX - B method ¢
BFooom 2 Ae8 s RIS B Y %78k o 17 8 method ik
TR EATR A p EARIIEER Y wrg

e Drop to frame ¥ r4:E % w F|iz Bmethod = BF 450
ip £

e X - fareplay i a > i in “fﬁ.

Skip All Breakpoints

ho % % B ATPF AP~ break points iE
£z

9= Variables | @ Breakpoints 57 - & Expressions =0

XRBH|BEE|N 7
¥| 2 helloworld [line: 10] - dosomething(int)

Skip All Break 'ts}
7] 2 helloworld [line: 24] - main(String[]) [P A7 Sreaxpoints

Hit count: @ Suspend thread Suspend VM




Debug - test/sre/helloworldjava - Eclipse SDK

file Edit Source Refactor Navigate Search Project Run Window Help
B 204y & Pl
%5 Debug &% I3 = | =

PRBIETT
1® Thread [main] (Suspended (breakpaint at line 12 in helloworld))
hellowaorld.dosomething(int) line: 12
helloworld main(String[]) line: 24

s CAProgram Files (x86)\ avatjre6\bin\javaw. exe (2011/8/16 T53:00:37)
131 helloworld [ava Application]

&2 helloworld at localhost:51657

1 Thread [main] (Suspended (breskpoint at line 24 in helloworld))

<

n [

[3) helloworld java 53

2 public class helloworld {

8

WD lo v -

I (35 Debug | &’ 1ava
9= Variables [ @g Breakpoints 52 . 6" Expressions SHE
xH@u | BER| L
[¥] 2 helloworld [line: 10] - dosomething(int)
¥] 2 helloworld [line: 12] - dosomething(int)
7] # helloworld [line: 24] - main(String[l)

Hit count: @ Suspend thread Suspend VM

System.out.printin(

8 public void dosomething(int i) {
- it 1e;

System.out.println(i) ;

%, For (int § -8 ; j < 168 ; J++) {
& |Toggle Breskpoint ps

Disable Breakpoint

E Go to Annotation Ctrl+1
Add Bookmark
Add Task...

¥ Show Quick Diff Ctrl+Shift+Q
Show Annotation

v Show Line Numbers

Folding »

Bz Outline 52

= [m]

ER I

@, helloworld
@ ° helloworld(
@ dosomething(int) : void
& ¥ main(Stringl) - void

avahjreBibin\javaw.exe (2011/8/16 T3:00:37)

Writable Smart Insert 24:14

Hit Count

Set the hit count to
50
Resume the program

Check the value of j
in the for loop

2 Properties for helloworld [ine12] - dosomething(int)

Line Breakpoint

Breakpoint Properties

o Type: helloworld
itterin
¢ Line Number: 12

Member: dosomething(int)

Enabled
7] Hit count: @ Suspend thread (@) Suspend VM
Conditional @ Suspend when ‘true’

=nd when valus changes

30



Conditional Break Point

E P r hellowarld [ine17] - dasomething/int)
nter a = T——
- Type hellowerld

poolean = et 2
expression o
The breakpoint

will be hit

when the

condition 1s

true

Conditional Break Point

A break point
1s hit when
the condition
evaluation
changes.

So, the break
point will be
hit at

j=0, 77, 78
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Watch Point

1] hellowerdd java 2

32



The Options of a Watch Point

Where the bugs are hidden?

¥ AR T A FEpF (2 - 24 crash) >
ho e b ORI B FRRIRIR A AN R AR
N R RN B 1
BR kAR GFR S BREHI S L L
X deip?

BRI e P X deR?
AR A E S 0 FA R %

* & 7]

'

27
|

13
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Lab 2 - Debugging a Program
using Debugger

e F A REEDJava 425802 B w5 an
P o i E ot AR 3 ERE 4 b

#11* Eclipse #debugger *4% 145 3%

PART III - Defensive Programming
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Why do we need defensive programming?

In school, you mostly do your programming work alone.
In real world, you work with others to complete a product

The stupidest phenomenon
e Commit source code
e Build
Run
Crash
= PYEE ] R
Accuse each other
A % § debugging
A great amount of time is spent until who is to blame is settled.
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# & - debug/R F $£7?

P RE L dofe &8 B4R LT dhbugenpE R ?
F Aeig 3 bug(4ecrash) @ @ 3 Frig R F]
v (vrhie 5k crash)
&2 7% i bug eI % (5]4cNULL pointer # 3%
crash) » e §_ > 2 &vig 5 @ NGB IR %
Bugeai % (£ )& buge i3k * F > 353 3

B2 X arig dibugih R Bl o
L E R

Error propagation

Class or
Method

Class or
Error
propagation

... (Next Page)
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The Right Solution

hod (RS CE R A 33 - Bbug

HUREE > BT i AT

e iwth coding ¥ ']';1 Z

o At enfiie (& 4 i Fe K3 ) = £ 47l bugd
3 R

B A ST 45 PLIT R

o Mépiip e F-BElk

e But, how?

Best Debugging Strategy?

Can you see the bug?
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y

Y X L

1
Class
Methe 5%

’
Class or

error propagation

& F B e B
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Watertight Door

Titanic

R Titanic

i//

No.1
boder|
foom

r= = -
259.8m length between the perpendiculars

1099m  1826m 17.39m 123im

15.56m 1652m

of the ship's watertight

(could not
survive more than four compartments being flooded).

Class o1
Methoc

Class or
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Watertight Door in Programming

Inside production code
® Assertion

® Exception

Outside production code
® Unit Testing

Assertion

Assertion

e A condition that must be satisfied before
continuing execution

® Used during development — typically exists
through alpha testing and beta testing

® Removed in a released version

e Useful in large, complicated programs and in
creating high reliability programs

-



Assertion

Assertion in C language

#include <assert.h>

. . assert fdebug mode ¢ A $4 {7 >
void foo(int x) { @ ferelease mode § 4t 4 1%

assert(x > 0) ;

DEBUG TEAM TOOLS TEST ARCH ANALYZE

al Windows Debugger - |Auto
Debug
Release

co
#include <iostream: Conflguratlon Manager._. I

using namespace std;

wvoid main()}

Assertion

Assertion in C# language
using System.Diagnostics;

public void foo(int x)
{ assert #debug mode ¢ 34 {7

=

@ ferelease mode € 44 4 1%

Debug.Assert(x > 0);

'
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Assertion

ﬁ,assert failedp* > IDE“f’tagg;;
% #c 0 call stack® F EAR SR Rk

% Microsoft Visual C++ u.“ n I

'6' Asgertion failed!

Program: ...
Files oA A A A Componentsi Terrain. AQgreTerrain.cpp
Line: 88

%
%

P
Ei

Expression: ms_Singleton

For information on how your program can cause an assertion
failure, see the Visual C++ documentation on asserts

(Press Retry to debug the application - JIT must be enabled)

Assertion

What to assert?

e The of executing a block of
code

P —@ﬁﬁ’ﬁﬁﬁﬁﬁ»—%r

Wz o B EcH ESUEE R S
.s%'ﬁﬁtﬁrﬂl ﬂﬁ"?éﬁéi%
console ° FF & ¢ F04 43¢ 7%
b 2 iFgssert ?
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Assertion

An assertion example in C

// C code: filename is a stri
assert(fileName != NULL);«—
// open the file

FILE *fp;

fp = fopen(fileName, "r");

// assert the file is successfully opened
assert(fp != NULL);+——
// read data from file

int datal, data2;

int n = fscanf(fp, "%d %d", &datal, &data2);
// assert two numbers are read

assert(n == 2); ——— [ EIP T I ETT S e

fileName¥ 8 &
F e i opentt &

4% 7 faassertrt ?

Assertion

The same example in C#

e ¢ 113 Exceptionificode » ¥ ‘4 ¥& Assertion
(Exception*~fffﬁélﬁ§7kfﬁ)

// C# code: filename is a string

Debug.Assert(fileName != null);/M

// open the file

StreamReader file = new StreamReader(fileName);

string line = file.ReadlLine(); +——

string[] integerStrings =
line.Split(new char[] { " ', "\t', "\r', "\n' },
StringSplitOptions.RemoveEmptyEntries);

// assert two strings are read

Debug.Assert(integerStrings.Length == 2);@

int datal = int.Parse(integerStrings[9]);

v\ '
int data2 = int.Parse(integerStrings[1]);

# * tassert
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Assertion

B 4E I & §_assertAZ ;' siprecondition:® &_
postcondition?
- B 47 ;% Adpostcondition ¥_¥ — E A2\ Ben
precondition °
Assertioncip end i TIE L (RO ) > @ E &
iR HOERT > R OB iR~ B AT £ BiD
precondition - F]}t - assertion S 7§ ' precondition
g‘f’]ﬂj;k Ta’, l-}i’— o
WATE @ T 0 % EF £.B2. w0 Bk ¥ precondition 0 &
¥ % A AZ {4 B # postcondition o
7 'L+t precondition £ postcondition ¢ 3% ¢ § X i@
3z (28 3 B3%) = = eniE i U B = assertion °

FA—*B

Assertion Examples

Function %-#c & 4= [F 7%

void p(int dir, int velocity) {
assert(dir >=0 && dir<4) ;
assert(velocity >= 0 && velocity < 10);

Ee S B
void p(FILE *fp, string &msg) {
assert(fp != NULL) ;
assert(msg.getLength() >= 1 && msg.getLength() <= 255);
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Assertion Examples

Htable® & B i%’fa’rﬂ”ﬁ {E e
void p(Object table[], int no) {
assert(no !1=0) ;
for (inti=0;i<no;i++){
assert(table[i] != NULL) ;
assert(table[i].getX() >= -1 && table[i].getX() <= 1) ;
}

File pointer# iy i § g & e & ¥ i B0 i
i
IR

% # pointer » £_NULL
WA BE R R0 AT
L PR T g

Assertion Examples

7 B a4 i

// Option is 'a', 'b', 'c'
// Option is 'a', 'b', 'c' switch (option)
switch (option) {
{ case 'a':
case 'a': // a do something
// a do something break;
break; case 'b': .
case 'b': // b do something
// b do something break;
break; case 'c': .
default: // c do something
// c do something break;
} default:

P———— assert(false);
,C’B% ? }




Assertion

ASSERT can also be used as a safety guard for
work in progress

If (some condition) {
// do some normal things

// right now, this condition should not happen
// in case it does happen, “real” code is needed
assert(false);

Assertion
AR ER]

// assert two numbers are read
assert(fscanf(fp, "%d %d", &datal, &data2) == 2);

int n = fscanf(fp, "%d %d", &datal, &data2);
// assert two numbers are read
assert(n == 2);

T

e 1t % Elcode rdebug modes release mode (7 5 # 4p
# (release mode # #4 {7assert > #7124 % {¥fscanf)




Assertion

A REED
m 4% i BN § assertion > §
¥ iy € 45 Bdebug mode s {7 &

AR EIES

mAssertion ¥ » ¢ i = probe effect

Assertion

|

Well, if your system crashes without being

caught by asserts,
it could be areally bad sign.
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Exception

Exception+s ¥ ridf izt et v (k)P

e %7 ¥ throw exception® 1 4 ik # 7 (K #tcatchess) »
5% 22 % 4p % *tassert

o i@ ¥ 743 ¢ ¥ _throw exception ® @ # & exception
handling(try/catch)

Exception

Exception example in C#

// C# code
ce Debug. Assertiz B 5
string line = file.ReadLine(); throw exception
string[] integerStrings =
line.Split(new char[] { ", '\t', '\r', "\n' },
StringSplitOptions.RemoyeEmptyEntries);
// assert two strings are read
if (integerStrings.Length != 2)
throw new Exception("There should be two integers!");
int datal = int.Parse(integerStrings[0]);
int data2 = int.Parse(integerStrings[1]);
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Exception

Texceptionf# (& #tcatch) » IDE 2% n L%k p¥
> call stack® F > * ix i\“f@g

Microsoft Visual Studic

An unhandled exception of type 'System.Exception' occurred in
ConsoleApplication1.exe

Additional information:|There should be two integers!

Break when this exception type is thrown

Open Exception Settings

Continue

Exception

7 & £ assertionsii|+ F8¥ 2B i throw
exception » £ F|F§ G %k o bldr

// C# // C#

switch (option) switch (option)

{ {

case 'a': case 'a':
// a do something // a do something
break; break;

case 'b': case 'b':
// b do something // b do something
break; break;

default: default:

Debug.Assert(false);

———> throw new Exception("Bug!");
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Exception

Assertion

i tadebug® - PR PF R ZFERIUNtine # € (3 ¥ i) J1 R

assert failedsFim > %
@ Assertion 428 A

# Frelease mode#E ;" »xiy
release ® § #A45°f

Releaseis > runtime-X i # B3% J)3hassert failedif i

@ )4 LI 7 & > iREE Pk B#cF £

runtime? * €4 L ¥ & B F 7

Exception

S R TS

e Throw exception#2;\ % &_% b4 £ eh— KA 5 7 4 Debug®?
release > § ¥ Frelease mode#g 3" 3xit
® Releasefs » $runtime?} 37 £ 32 ~ m i BB FiE 2 pr >

throw exception
@ ]4e @ UlEe 2R *ﬁ &R
*5’\;1 At L_pg’f%’i"?ﬁtﬁ

Exception
_ [Assertion  [Eseption

B L.
2.

% Bdebug mode s {7 sk o 1.
7 B Frelease modesrxie o
/F‘Jpé“ﬁ» i Assert failedpd - 2.

g N — igﬂ B 4 94*’\%%}1

{E BEBLI o

. Release mode & debug mode 7 %

R IPR T A ».IFu}’;_bug°

. @ - tfrelease mode ! Ifwtassert

falledml'il B A28 7 € R B

s
mﬂ"i’liﬁﬁp, 3 o
Library(st # # 42

FRTE VR ALE CH S
a"{zf—ﬁt‘?\
i Assert failedp# » 4% 3%

T
o

;V)jé * oo

Release mode ¥ debug mode {7 %
Ap e

¥ - % release mode 1
exception i i (¥ & catch) p¥
g 2AgH A guEBIR
di exception ¥ » H #b k& ehicode
7 1 ¢ catch exception @ At ¢
2 g ek -

. [ p* B X debug/release mode 7

4 {7 2% o
‘b k& chicode ¥ i ¥ facatch v £ 7

Pl R R o BRI R

exceptionsn®E F o & FiplER B
PN e K
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Exception

WA FIRY APFIE T Assertion > # A pF
& * Exception ?
® * Assertion
o #*truntimescic § B R &
@ % 4 Debugféruntime? ¥ it £ & £
e * Exception
@ fruntime?|%fexceptioni i* 2 I 2 Frxa K
m % 4 Debugié > runtime ™ ¥ i % 2 ¥
o B i¥Class Library# 4 # * % (enable try/catch)
O R4eA2: T it £4F 8 # & %1%  (enable try/catch)

Unit Testing

Unit Testings ¥ M#FEEREN AlE X CR)F
o 4ri%-method(function) ¥ 7 plZE 7 i iE - 34237 * runfe
97 o 4T g e s > ¥ d Error Propagation °
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Unit Testing

Assertion/ExceptiongUnit TestingenZ % ?
_|Assertion/Exception [Unit Testing

E2- 13 ® A production codef® & ® A production code?t &
Peh FEREBATS 1. 7& € % method=+§ ¥ i £ < -
precondition®_it F& & 2. 77 ¥ B3FF method s
precondition? ¥ » method
€ W d TR i
Assert Assert Precondition® . i ¥ # * 3¥ % 27 F ehinput
% * genif 2 (bldok $8F test data(iE)iR|i#Znethod & &
it B f ) @ 3 BT Assertds 3 4 F doutput
B~ S data( )
- Fmethod® B # B % i ¥ %% Bmnethodih 5 - BE ~ »
® Assertion/Exception 3 E ¢ B FER

Unit Testing

A AR
PR S i
(A) Assertion

(B) Exception

(C) Unit Testing
(D) #




Unit Testing

EHEA L Eaklly IF»LF?Br  F AR TR
» &Model Codess % $ﬂ7‘;ti*(ﬁf§k)tg
4

(A) Assertion
(B) Exception
(C) Unit Testing

Unit Testing

e £ iiﬁ BB BB iE i efe st AC
Vel s e (R 0 (IR 0 BT Y - 3»7&'.
ABOt o R EBEFGFE S ) 0
FEFER 2R

(A) Assertion

(B) Exception

(C) Unit Testing

(D) #w
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Conclusions on Defensive Programming

’

Assert/exception™® I kg i%
# & contract » % - #
LA BIE o PR R TR
bug
H 7 pliE(unit testing)es (782X 7 i AR iR
FEL 2 t5i0F bug: P BTV F Uk A
S B U AR fe @ Eifibug hF 2 0 R
bug % #p &M o
FEAR R DR 1F
BEFLPFR R E LB L]k

PREGERE 0y EREM A JE

JBRY AL FEE S &
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